Computer and Telecommunications Coordinators’ Conference: Ctc 7
November 5-9, 2001
Santa Fe, New Mexico

Agenda
Monday, November 5, 2001
1:30 - 1:45 P.m. Registration
1:45-2:00 P.m. Opening Remarks
2:00 - 3:15 P.m. Introduction to the Internet
3:15-3:30 P.m. Break
3:30 - 5:00 P.m. Search and Seizure Refresher
5:00 P.m. Recess
Tuesday, November 6, 2001
8:00 - 8:30 A.m. Registration
8:30 - 8:45 A.m. Opening Remarks
8:45-10:00 A.m. Ccips Update
10:00 - 10:15 A.m. Break
10:15-11:30 A.m. Legal Update: Electronic Evidence
Collection and the Anti-terrorism Act
11:30 - 1:00 P.m. Lunch
1:00 - 2:30 P.m. Hacker Tradecraft/ddos
2:30 - 2:45 P.m. Break

2:45 - 3:45 P.m. The Microsoft Networks: System Overview



And Law Enforcement Assistance

Capabilities
3:45 - 4:00 P.m. Break
4:00 - 5:00 P.m. Ctc Laptops
5:00 P.m. Recess

Wednesday, November 7, 2001

8:30 - 10:00 A.m. Fbi’s Engineering Research Facility:

A Survey of Technical Tools and Resources
10:00 - 10:15 A.m. Break
10:15-11:30 A.m. Breakout Session #1

Where Is Webcrook.com?: Piercing the Internet Veil
Introduction to Internet Relay Chat (Irc)

The "Leaves" Worm: a Case Study

11:30 - 12:00 P.m. Lunch

12:00 P.m. Depart Hotel for Los Alamos Site
1:15-5:00 P.m. Guided Tour: Los Alamos

5:00 P.m. Depart Los Alamos for Hotel

Thursday, November 8, 2001

&:30-9:30 A.m. Ethics: Confidential Informant and
Cooperating Witness Issues

9:30 - 9:45 A.m. Break
9:45-11:00 A.m. Breakout Session #2

Introduction to Internet Relay Chat (Irc)
Authentication of Digital Evidence



The Art of Interpreting E-mail Headers
11:00 - 11:15 A.m. Break
11:15-12:30 P.m. Breakout Session #3

Authentication of Digital Evidence

Irs Cid Forensics

Where Is Webcrook.com?: Piercing the Internet Veil
12:30 - 1:45 P.m. Lunch

1:45 - 2:45 P.m. My Evidence Lies over the Ocean:
International Issues

2:45 - 3:00 P.m. Break

3:00 - 4:00 P.m. Pirates with Attitude: Undercover
Investigation of Intellectual Property
Crime

4:00 -4:15 P.m. Break

4:15-5:15P.m. Issues in Undercover Investigations

5:15 P.m. Recess

5:15-6:30 P.m. Optional Session

Discussion Forum:
Chips Units and the Future of the Ctc Program

Friday, November 9, 2001

8:30 - 9:30 A.m. Cyberterrorism and Critical Infrastructure
Protection: Coordination and Lessons
Learned

9:30 - 9:45 A.m. Break

9:45-11:15 Am. Anatomy of a Hacker Trial



11:15-11:30 A.m. Closing Remarks/adjournment



